
Homework 8 Solutions 
Problem 1 
Zenmap gives the following output for a TCP-scan:


We can look up the ports and obtain:


Port 22: ssh, sftp, ftp: remote shell, file transfer

Port 25: SMTP: mail protocol

Port 111: Remote procedure calls

Port 139: Netbios session

Port 445: Microsoft directory, SMB

Port 3306: MySQL database system


Problem 2: 
When we open up the capture window, we use tcp as the filter. This will get rid of a lot of 
annoying noise.


We can look at the right side under Info, to find the three packages (19, 20, 21) that make up 
the three way handshake. 


We can now select on all three of them, expand the TCP tab and see what we get:




To look for the closing, we can use the filter tcp.flags.fin, and find that packets 94 to 97 contain 
the termination protocol. Double-click on these and you will find the details. 



